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Abstract

The increasing reliance on IoT ecosystems demands robust, secure,
and context-aware data-sharing mechanisms that operate closer
to data sources. Data spaces must leverage trusted edge-based sys-
tem architectures for near real-time data processing, transforma-
tion, and enrichment while ensuring data privacy and security.
However, the current International Data Spaces (IDS) Model lacks
comprehensive support for Edge-based architectures and flexible,
context-driven access control models essential for managing diverse
applications within data space ecosystems.

To address these gaps, we propose IDS4Edge, an IDS-compliant
approach that enables dynamic, context-driven, Edge-based IoT data
sharing as a service. IDS4Edge integrates flexible access control
policies on top of IDS connectors, tailored to specific IoT application
contexts. These policies dynamically adapt in real-time to changes
in IoT contexts and contractual agreements, ensuring secure and
efficient data sharing at the Edge.

We validate our solution through a proof-of-concept implemen-
tation, demonstrating how IDS4Edge facilitates trusted, scalable,
and real-time data sharing while maintaining compliance with IDS
principles. This approach paves the way for enhanced (industrial)
IoT applications and advanced data-sharing paradigms, such as
Manufacturing-as-a-Service (MaaS).
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1 Introduction

The Internet of Things (IoT) [33] has revolutionized the integration
of digital and physical entities, encompassing devices, individuals,
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and services. This integration has led to the formation of com-
plex ecosystems that facilitate secure interactions across various
domains. The Industrial Internet of Things (IIoT) extends IoT tech-
nologies into industrial production environments, enabling automa-
tion, predictive maintenance, and operational efficiency [15, 17].
As these ecosystems expand, they generate vast amounts of data,
necessitating robust mechanisms for secure sharing and prudent
utilization to uphold the confidentiality, integrity, and availability of
sensitive information [18]. However, managing data sharing within
the IoT framework presents multifaceted challenges.

Firstly, IoT systems are inherently complex, involving distributed
sensing, actuation, and processing across multiple layers, including
devices (Things), Edge, and Cloud resources [33]. Devices at the
Thing and Edge levels operate in the physical world, collecting
environmental data often including sensitive information. This
data frequently crosses organizational boundaries and international
borders, introducing a web of legal and compliance requirements.

Moreover, the diverse and interconnected nature of IoT ecosys-
tems brings together various stakeholders, including device manu-
facturers, service providers, enterprises, and end-users, each with
unique rights and responsibilities concerning data. This diversity
enhances the value of IoT ecosystems by enabling seamless data
sharing between enterprises, consumers, suppliers, and other stake-
holders, thereby unlocking significant opportunities for collabora-
tion and innovation [14, 22]. However, these benefits come with
challenges, as ensuring security [31, 32], fostering trust among par-
ticipants [2, 36, 40], and maintaining data quality [9, 21, 25, 26, 35]
remain critical to sustainable IoT growth.

The International Data Spaces Reference Architecture Model
(IDS RAM) [11], developed by the International Data Spaces As-
sociation (IDSA) [13], provides a standardized framework for es-
tablishing trust in data sharing. It addresses the critical aspects of
data governance, including confidentiality, integrity, and interoper-
ability among stakeholders. However, IDS RAM does not explicitly
support Edge computing layers or dynamic application contexts,
which are crucial for the real-time, context-driven nature of IoT
applications. As IoT ecosystems grow, they increasingly rely on
Edge computing to process and share data closer to the source,
reducing latency and enabling near real-time decision-making. To
facilitate Edge analytics and avoid the complexities associated with
data security and privacy, data exchange must be performed at the
Edge. This approach allows stakeholders from various sectors to
utilize the data for context-specific business applications, unlocking
significant opportunities within IoT ecosystems.

Despite the growing importance of secure IoT data sharing, Edge-
focused data sharing remains under-explored and insufficiently sup-
ported by standardization bodies like IDSA. Existing studies have
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explored related topics such as data governance [1], blockchain
solutions [20], and secure IoT data sharing frameworks [4], but the
current IDS protocol still lacks native mechanisms for fully inte-
grating Edge-based architectures. Furthermore, it does not address
the need for flexible, context-driven access control models, which
are essential for enabling dynamic policies tailored to decentralized
and real-time IoT scenarios.

In this work, we propose IDS4Edge, an IDS-compliant solution
for dynamic, context-driven access control and Edge-based Indus-
trial IoT data sharing. Our approach focuses on enabling context-
driven access control at the Edge layer while ensuring alignment
with the IDS RAM. For future work, it should be possible to build on
the foundation of our work in this paper to adopt more advanced
access control models, such as delegation [24] or usage control
models [29]. Our main contributions are:

o Edge Integration with IDS: We propose a solution to inte-
grate IDS principles with Edge computing to enable real-time,
secure IoT data sharing at the Edge.

e Support for Manufacturing-as-a-Service (MaaS) Appli-
cations: Our framework extends IDS capabilities to support
real-time, context-aware operations in Maa$S scenarios.

o Proof-of-Concept Implementation: We validate IDS4Edge
through a prototype demonstrating real-time policy enforce-
ment and secure stakeholder interactions.

The remainder of this paper is organized as follows: Section
2 provides key background concepts, followed by a motivational
example in Section 3. Section 4 presents our IDS4Edge approach,
while Section 5 describes its proof-of-concept implementation. Re-
lated work is discussed in Section 6, and conclusions along with
potential future work are presented in Section 7.

2 Background
2.1 IDSA and IDS Connector

A significant organization in the data exchange domain is the In-
ternational Data Spaces Association (IDSA) [13], which aims to
innovate the future of data exchange in Europe and beyond by
establishing crucial technical standards. IDSA has established a
framework for enabling secure and trusted data sharing across or-
ganizations while maintaining data sovereignty. At the core of this
framework is the Reference Architecture Model (RAM) [11], which
defines the key components, roles, and interactions necessary for
establishing trusted data ecosystems.

Figure 1 illustrates the interaction between key components
within the IDS framework, emphasizing the flow of data and meta-
data between participants in a data space. At the core of this ar-
chitecture are the IDS Connectors, which serve as interfaces for
secure data exchange between the Data Provider and Data Con-
sumer. These connectors enforce security policies, manage access
control, and ensure compliance with usage restrictions defined in
contractual agreements. A comprehensive list of IDS Connector
implementations is available in [8]. In this work, we utilized the
Eclipse Data Space (EDC) Framework!, an open-source solution
that incorporates the latest IDS protocol [12].

https://eclipse-edc.github.io/
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In addition to the IDS Connector, the IDS RAM includes various
supporting components such as the Identity Provider, which au-
thenticates participants and establishes trust relationships, and the
Clearing House, which logs transactions to ensure accountability
and traceability. The Metadata Broker facilitates the discovery of
available data by indexing and providing metadata descriptions,
while the Vocabulary Hub ensures semantic interoperability by stan-
dardizing terminologies and data formats used in the data space.
The App Store provides a secure platform to distribute IDS Data
Apps, supporting operations such as app registration, publication,
and provisioning to the IDS Connectors within the data space.
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Figure 1: Interaction of technical components in IDSA RAM
(Adapted from [11]).

2.2 GAIA-X

GAIA-X [5] is a European initiative designed to establish a federated
and secure data infrastructure, promoting data sovereignty, inno-
vation, and interoperability across industries. Rooted in European
values of trust, transparency, and self-determination, GAIA-X pro-
vides a common framework for seamless and secure data exchange
while maintaining control over data access and usage.

At its core, GAIA-X emphasizes building trust through trans-
parency, ensuring that participants maintain full control over their
data while enabling secure and reliable interactions. A fundamental
aspect of this effort is the GAIA-X Trust Framework [6], which
outlines the policies and requirements for establishing a secure
and verifiable environment within the data ecosystem. The IDSA
has adopted this framework, integrating Decentralized Identifiers
(DIDs) [37] to strengthen identity and access management. DIDs
provide a self-sovereign and secure method for identifying entities,
aligning with the principles of data sovereignty and trust central
to both GAIA-X and IDSA.

2.3 IoT architecture and Edge Computing as
basis for data sharing

The IoT architecture is commonly structured using a seven-layer
model as defined by the IoT World Forum Reference Model [3].
These layers include:
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e Physical Devices & Controllers: Includes all the "Things"
in IoT, such as machines, sensors, and devices.

e Connectivity: Responsible for communication and process-
ing units.

e Edge Computing: Handles data analysis and transforma-
tion at the edge of the network.

e Data Accumulation: Manages data storage for subsequent
processing.

e Data Abstraction: Facilitates data aggregation and access.

o Application: Supports reporting, analytics, and control func-
tionalities.

e Collaboration & Processes: Involves people and business
processes to enable decision-making and collaboration.

Edge Computing layer plays a pivotal role in enabling real-time
processing and transformation of data close to its source, bridging
the gap between physical devices and higher-level applications
[23]. By operating at the edge of the network, it reduces latency,
improves efficiency, and enhances privacy [30]. This approach pro-
vides lightweight solutions for local, small-scale data storage and
processing, forming the foundation for Edge-based data sharing-as-
a-service models. These capabilities are particularly valuable when
integrated into standardized data spaces, enabling more efficient
and secure data ecosystems.

One of the key challenges in Edge-based data sharing is ensur-
ing real-time, context-sensitive access control for diverse stakehold-
ers. Each stakeholder operates under distinct contractual agree-
ments, which may depend on the dynamic context of the data.
Since these services are often automated in real-time, access control
mechanisms must be equally dynamic, adapting instantaneously to
changes in context and contractual conditions to maintain secure
and efficient operations.

24

MaasS is an emerging business model that leverages digital technolo-
gies and cloud-based platforms to provide manufacturing resources
and capabilities on demand. Instead of requiring companies to own
and maintain physical production facilities, MaaS allows them to
access advanced manufacturing processes as a service, enabling
cost-effective, flexible, and scalable operations [39].

MaaS heavily relies on data-driven technologies like Digital
Twins (DTs), IoT devices, and Edge computing to streamline oper-
ations and facilitate real-time decision-making. In such systems,
data from sensors, machines, and other connected devices is col-
lected and analyzed to monitor production progress, ensure quality,
and improve operational efficiency [28]. For instance, IoT-enabled
factories can integrate their physical and digital assets to provide
customers with up-to-date information about production progress,
material status, and delivery schedules.

Manufacturing as a service (MaaS$)

3 Motivational Example

In this section, we introduce a training factory as a representative
example of the MaaS model. We utilize the Fischertechnik Training
Factory Industry 4.0 24V2, which simulates an end-to-end process

2https://www.fischertechnik.de
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encompassing ordering, manufacturing, and delivery. This sim-
ulation incorporates various pieces of equipment, including the
following:

¢ Highbay Warehouse (HBW): Serves as a storage facility
within the factory, housing raw materials of types red, blue,
and white.

e Robot (VGR): Represents the factory’s automation system,
handling tasks such as material handling and product assem-
bly.

e Sensor Unit (SSC): Consists of sensors distributed through-
out the factory, collecting real-time data on parameters such
as cameras, temperature, pressure, and machine statuses.

e Delivery and Pickup (DPS): Manages the logistics, includ-
ing the reception of raw materials from suppliers and the
pickup of finished products for customers.

e Multi-Processing Station (MPO): Simulated furnace for
handling the production process of raw materials.

e Sorting Line (SLD): Handles the sorting and categorization
of finished products based on its color.

The Training Factory generates numerous time-series outputs
from its physical assets, which communicate using OPC-UA [16]
or MQTT through two corresponding gateways. A detailed list of
the 37 time-series values is provided in Table 1.

Table 1: Sensor data collected from the Factory.

Assets Sensor Values Protocol
SSC 14 values for temperature, humidity, | MQTT
air quality and pressure, camera po-
sitions and its image
MPO 2 values for MPO status OPC-UA
SLD 2 values for SLD status OPC-UA
HBW | 6 values for HBW status and posi- | MQTT
tions
DPS 4 values for DPS status OPC-UA
VGR 9 values for VGR status and positions | OPC-UA

The factory is integrated with a Digital Twin (DT) implemented
as an instance of the DT platform known as SINDIT [43]. SINDIT
synchronizes in real time with the physical assets, storing all rele-
vant data in a time-series database and offering various REST APIs
for real-time data access. Details about the implementation of the
Fischertechnik Factory’s DT are discussed in [19]. Listing 1 and 2
provide examples of the data returned by the SINDIT APIs for the
inventory status of raw materials of type blue and the temperature
sensor respectively.

The highly data-driven processes and increasingly intercon-
nected physical assets present new opportunities for enabling data
and asset sharing through the integration of DT and Edge-Cloud
computing technologies. These technologies serve as the founda-
tion for implementing the MaaS model. To illustrate this concept,
we present a simplified example of how IDS-compliant, Edge-based
IoT data sharing can support MaaS. In this scenario, the DT de-
veloped by SINDIT serves as an intermediate layer between the
Physical Twin and the IDS, providing its services to external users
via the IDS protocol. This enables an external customer, based on a
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predefined contract, to access real-time data or trigger production
processes within the factory.

The MaaS platform facilitates the sharing of real-time updates
on production progress, process quality, and the production foot-
print. Customers can place orders and initiate production while
ensuring that production-related data is shared exclusively with
them. Sensor and camera data are made available only to customers
whose orders are currently being processed. Similarly, suppliers
are granted access solely to inventory information related to the
specific type of materials they provide (e.g., red, blue, or white).

Listing 1: Data Value for Blue Raw Material.

{
"class_uri": "urn:samm:sindit.sintef.no:1.0.0#
StreamingProperty",
"uri": "http://sindit.sintef.no/2.0#blueRawMaterial”,
"label": "Blue Raw Material",
"propertyDescription": "Stock information of blue raw
materials in storage",
"propertyDataType": {
"uri": "http://www.w3.0rg/2001/XMLSchema#integer"
3,
"propertyValue": 1,
"propertyValueTimestamp": "2024-11-25T12:39:39.946Z2",
"propertyConnection": {
"uri": "http://sindit.sintef.no/2.0#mqtt-connection"
3,
"streamingTopic": "inventory/rawMaterials",
"streamingPath": "data['blue']"
3
Listing 2: Data Value for Temperature sensor.
{
"class_uri": "urn:samm:sindit.sintef.no:1.0.0#
StreamingProperty",
"uri": "http://sindit.sintef.no/2.0#temperature",
"label": "Temperature",
"propertyUnit": {
"uri": "urn:samm:org.eclipse.esmf.samm:unit:2.1.0#
degreeCelsius"
1,
"propertyDescription": "Temperature data from the sensor",
"propertyDataType": {
"uri": "http://www.w3.0rg/2001/XMLSchema#float"
1,
"propertyValue": 21.9,
"propertyValueTimestamp": "2024-10-18T14:35:37.307751+02:00"
"propertyConnection": {
"uri": "http://sindit.sintef.no/2.0#mgtt-connection"
1,
"streamingTopic": "i/bme680",
"streamingPath": "datal['t']"
}

Despite its immense potential, several key challenges must be
addressed to fully realize MaaS’s capabilities:

e Trustworthy Data Sharing: Establishing reliable and se-
cure data sharing mechanisms among diverse stakeholders,
including MaaS owners, customers, and suppliers.

e Security and Privacy: Ensuring robust security and privacy
across the platforms involved in the MaaS ecosystem.

e Real-Time Process Support: Supporting real-time MaaS
operations through flexible, context-aware access control,
seamless data sharing, and effective data management and
governance across the shop-floor (OT-IT) and Edge-Cloud
computing continuum.

501

A.N. Lam et al.

In this work, we address these critical challenges by enhancing
IDS technological components with the advanced functionalities
provided by the DT.

4 Approach

Figure 2 shows the overall IDS4Edge architecture. To develop the
data space, we employed the EDC Framework, which is an open-
source Java framework for implementing the IDS RAM [11]. Our
solution is based on a decentralized architecture built around Edge
Hubs, which act as local entities managing data collection, pro-
cessing, and sharing at the edge of the network. These Edge Hubs
correspond to participants of the data space (e.g., customers, sup-
pliers, and factories), and each is equipped with an Identity Hub?,
a IDS Connector?, and different Data Assets. The Identity Hub
handles identity management, ensuring that data exchange within
the system is secure and that only authorized entities participate
in the data space. The IDS Connector ensures that all data trans-
actions follow the IDSA standards for security, privacy, and data
sovereignty. Each IDS Connector provides services for the Data
Provider to publish its Data Assets to the Local Catalog and for the
Data Consumer to discover and utilize these Data Assets. The Fed-
erated Catalog® serves as an aggregated catalog for all participants
within the data space. It periodically collects the registries from the
Local Catalogs and consolidates them in a local cache, facilitating
the discovery of Data Assets across the entire data space.

The participants of the data space (i.e., customer, supplier or
factory) host their own Data Assets in the backend and make their
endpoints available for sharing data via the IDS Connector. Details
of data description will be discussed in the Section 5. The Factory
participant is the main component where Maa$ is realized. As
discussed earlier, the factory offers its production capabilities as a
service to external consumers. These consumers can access real-
time data on the manufacturing process, track order progress, and
monitor quality through the SINDIT Digital Twin. The Factory
participant ensures that only relevant data is shared with authorized
users, facilitated by the IDS Connector, which follows strict access
control policies. For example, customers can access data related
to their specific orders, including sensor data, camera feeds, and
status updates, while suppliers may only access inventory data for
the materials they provide. The edge-based architecture enables
near real-time data processing and sharing, ensuring that data is
available when needed without compromising security or privacy.
In order to validate these real-time data sharing policy, the Factory
participant is extended with IDS4Edge Extension. This extension
consists of the Local Context-Based Policy Enforcer and the
Contextual Information Database.

The Contextual Information Database collects real-time contex-
tual data from the factory’s operational environment through the
DT. This data includes production status, order status, and machine
conditions, and other relevant operational details. It is utilized to
enable context-aware decision-making for data access. For example,
access to specific production data can be granted or restricted based
on the current order status or the role of the requesting participant

Shttps://github.com/eclipse-edc/IdentityHub
“https://github.com/eclipse-edc/Connector
Shttps://github.com/eclipse-edc/FederatedCatalog
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Figure 2: IDS4Edge Architecture.

(e.g., customer, supplier). By integrating context into access control
decisions, the system ensures that only relevant data is shared with
the appropriate stakeholders at the right time.

The Local Context-Based Policy Enforcer is responsible for vali-
dating dynamic access control rules based on the current context,
ensuring that data is shared in compliance with specific agreements
and business rules. It works by enforcing policies directly at the
edge, where the data is generated, allowing for real-time access as
conditions evolve.

The Policy Database and the Tenant-specific Policy Gener-
ator are the components adapted from previous work [22]. The
Policy Database maintains all access control rules in a secure and
scalable manner, while the Tenant-specific Policy Generator dy-
namically generates policies tailored to specific users and contexts,
ensuring compliance with contractual obligations and privacy reg-
ulations. Together with the Federated Catalog, these components
will be deployed in the cloud to provide centralized management of
policies and data discovery services. The cloud-based deployment
ensures that these components can handle the scalability require-
ments of large, multi-tenant industrial IoT environments, while
also enabling seamless integration with various edge nodes.

5 Proof of Concept

This section presents three proof-of-concept scenarios that demon-
strate the real-time, context-driven data-sharing capabilities of the
proposed IDS4Edge framework. These scenarios highlight interac-
tions between suppliers, customers, and the factory, illustrating how
real-time data sharing and access control policies are implemented.
The framework is developed based on the EDC Minimum Viable
Dataspace (MVD)® and is available in our GitHub repository”.

In this IDS4Edge data space, each participant is issued two types
of Verifiable Credentials (VCs) [38]:

Chttps://github.com/eclipse-edc/MinimumViableDataspace
"https://github.com/SINTEF-9012/IDS4Edge-MVD
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o Membership Credential: Contains information about the holder’s
membership in the data space. A valid membership creden-
tial is required for the participant to join the data space and
to query the catalog.

o Actor Credential: Specifies the participant’s actual role (e.g.,
customer, supplier) within the data space. This credential is
necessary for negotiating contracts and transferring data.

These credentials are secure certificates digitally signed by a
trusted authority. Listing 3 shows an excerpt of an Actor Credential
issued to a supplier. These credentials are stored in the participants’
Identity Hubs and are used for authentication and authorization in
the data space, as outlined in DID architecture [37].

Listing 3: Excerpt of a Verifiable Credential of a Supplier.

"id": "40e24588-b510-41ca-966¢c-c1e@f57d1b16",
"participantId": "did:web:localhost%3A7083",
"verifiableCredential": {
"credential": {
"id": "http://org.yourdataspace.com/credentials/3456",
"type": ["VerifiableCredential", "ActorCredential"],
"issuer": { "id": "did:example:dataspace-issuer" },
"credentialSubject": [

"id": "did:web:localhost%3A7083",

"claims":

{
"actorId": "Supplier12345",
"actorName": "Supplier Inc.",
"actorType": "Supplier"

}

The Contextual Information Database® is implemented as a sim-
ple properties file. To support this, we introduced an extension
module to the EDC MVD that provides an interface for the SINDIT

8https://github.com/SINTEF-9012/IDS4Edge-MVD/tree/main/extensions/ids4edge-
context
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Digital Twin to write contextual information to the file, and for the
Local Context-Based Policy Enforcer” to read the necessary data
for policy validation. However, leveraging the flexibility of the EDC
framework, other database backends can easily replace the current
implementation as long as they adhere to the same API interface.

5.1 Scenario 1: Supplier Integration

This scenario represents a regular data-sharing scenario involving
suppliers and the Fischertechnik Factory. Suppliers are integrated
into the factory’s system, allowing them to monitor the inventory
status of the materials they produce in real time.

Suppliers connect to the factory’s system to access real-time
data specific to the materials they provide. For instance, a supplier
delivering raw materials of type "blue" can only access the data
endpoint related to the inventory status of blue materials. As shown
in Listing 1, the shared data primarily includes the real-time in-
ventory status of specific materials, such as the available quantity
and stock levels for different colors (e.g., red, blue, white). This
data-sharing mechanism allows suppliers to proactively monitor
inventory levels, enabling them to plan restocking without waiting
for manual requests from the factory. The automated and seam-
less flow of information reduces delays and minimizes the risk of
material shortages that could disrupt production.

Listing 4: Policy for inventory status of blue materials.

"@context": [
"https://w3id.org/edc/connector/management/v0.0.1"
1,
"@type": "PolicyDefinition",
"@id": "require-blue-supplier",
"policy": {
"@type": "Set",
"permission": [
{
"action": "use",
"constraint": {
"leftOperand": "ActorCredential.actorType",
"operator": "eq",
"rightOperand": "Supplier"
3
}
1,
"obligation": [
{
"action": "use",
"constraint": {
"leftOperand": "SupplierType",
"operator": "eq",
"rightOperand": "Blue"

As an example, Listing 4 defines a policy that restricts inven-
tory data for blue materials exclusively to the suppliers. Access is
granted only to participants with an Actor Credential where the
actorType is set to "Supplier” (this corresponds to the first condition
of the policy). To validate this condition, the Policy Enforcer ver-
ifies the Actor Credential (example shown in Listing 3) retrieved
from the requesting participant’s Identity Hub to determine the

“https://github.com/SINTEF-9012/IDS4Edge- MVD/tree/main/extensions/ids4edge-
policy-impl
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actorType value. Additionally, the supplier must satisfy the second
condition, which requires their supplierType to be "Blue." To validate
this condition, the Policy Enforcer retrieves contextual information
about the supplier type from the Contextual Information Database.
These validations ensure that only authorized suppliers who meet
both conditions can access the inventory data.

5.2 Scenario 2: Real-Time Order Tracking

This scenario describes a contextual-based data-sharing scenario
where customers, such as other manufacturers, interact with the
Factory to track the real-time production of their orders. Customers
are granted access to live production data based on predefined con-
textual policies. For instance, they can only view the relevant sensor
and production data while their specific order is being processed.
This ensures that access is tightly controlled and limited to the
necessary time frame, enhancing data security and privacy while
maintaining transparency in the production process.

Listing 5: Policy for real-time production data.

"@context": [
"https://w3id.org/edc/connector/management/v0.0.1"

1,

"@type": "PolicyDefinition",

"@id": "require-actor-supplier",
"policy": {
"@type": "Set",
"permission": [
{
"action": "use",
"constraint": {
"leftOperand": "ActorCredential.actorType",
"operator": "eq",
"rightOperand": "Customer"
}
3
1,
"obligation": [
{
"action": "use",
"constraint": {
"and": [
{
"leftOperand": "ProductionStatus",
"operator": "eq",
"rightOperand": "Active"
1,
{
"leftOperand": "ParticipantID",
"operator": "eq",
"rightOperand": "CustomerOrderID"
}
]
}
3
]
}

Customers can access various production details, such as order
initiation time, production progress, and estimated delivery time.
Contextual policies play a significant role here—customers only
have access to this data during the active production of their orders.
If a failure or issue arises during production, additional data, such as
live camera feeds and sensor readings (e.g., temperature, humidity,
air pressure), may be made available to provide deeper insights
into the problem. This conditional access ensures that customers
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are informed when necessary, while preventing overexposure of
factory operations during normal production times.

Listing 5 defines an example policy for controlled access to real-
time production data by customers in the data space. First, the
requester must possess an Actor Credential that specifies their ac-
torType as "Customer,' ensuring that only customers can initiate
the action. As previously discussed, this condition is validated by
the Policy Enforcer by retrieving and verifying the Actor Creden-
tial from the participant’s Identity Hub. Additionally, the policy
includes an obligation requiring two conditions to be met: the
ProductionStatus must be "Active,’ ensuring access is granted only
during ongoing production, and the ParticipantID (i.e., the requester
ID) must match the CustomerOrderID, confirming that the requester
is authorized to access resources associated with their specific order.
The Policy Enforcer validates these obligations by retrieving contex-
tual information, such as the ProductionStatus and CustomerOrderID,
from the Contextual Information Database. This policy enables fine-
grained, context-aware access control, ensuring that customers can
access production data only under conditions relevant to their role
and active orders.

Upon the successful completion of the manufacturing process,
customers receive a comprehensive report of their order. This in-
cludes product lifecycle data, material specifications, and quality
assurance metrics, all of which are governed by the same contextual
access control policies. The ability to access additional information
in the event of an issue—while restricting access during regular
production—provides customers with transparency and trust while
safeguarding the factory’s sensitive operations. This approach also
exemplifies the factory’s commitment to maintaining a secure and
efficient Maa$S environment.

5.3 Scenario 3: Digital Twin Optimization

This scenario illustrates an edge-based application deployment in
which AI/ML model developers collaborate with the Factory DT
to leverage edge-based computation for optimizing digital twins
and enabling predictive maintenance. The key focus here is that Al
developers have restricted access to only sampled data, ensuring
the privacy and security of the factory’s full dataset. However, the
Al models themselves are trained, evaluated and deployed on the
complete dataset, allowing for robust predictive capabilities while
maintaining strict data access control. This approach balances the
need for data protection with the requirement for comprehensive
model training to ensure accuracy and reliability in the Al models.
The data involved includes real-time sampled sensor data, which
is accessible to the AI developers for initial model development,
alongside historical error logs used for enhancing predictive ac-
curacy. The full data set—containing detailed sensor readings and
machine status—is utilized by the models during training and eval-
uation, allowing for precise prediction of potential equipment fail-
ures. While this scenario relies on the Data App concept from the
IDSA specification to deploy edge-based applications, it has not
been fully implemented in the current proof-of-concept. The Data
App structure presents a future direction for enabling flexible, edge-
based Al applications that provide predictive maintenance without
compromising the privacy and security of sensitive factory data.
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6 Related Work

Surprisingly, very few primary studies have leveraged standard-
ization efforts like the IDSA’s reference architecture. GAIA-X has
seen limited adoption, and only two studies [7, 34] have explored
IoT data-sharing approaches using the IDSA architecture in the
seaport sector. Gimenez et al. [7] demonstrate how their INTER-
IoT solution facilitates secure and robust data exchange among
stakeholders within the port community, positioning it as an eco-
nomical and user-friendly option for both stakeholders and system
integrators. Similarly, the authors of [34] introduce a seaport data
space that enables secure and interoperable data sharing between
stakeholders. Their approach employs IDS Connectors alongside
the FIWARE IoT platform to process data (e.g., cleaning, filtering,
aggregation) at the edge before sharing, ensuring that only refined
data is exchanged rather than raw data.

In [41], the authors explore the role of DTs in data spaces and
propose an extension for real-time synchronization of Asset Ad-
ministration Shells (AAS) within the data space. In [10], the authors
present a context-aware security framework that integrates con-
text management with access control policies, such as XACML
[27], to enable secure data-sharing decisions. Their approach in-
troduces a mechanism for secure data sharing among groups of
smart objects based on contextual data. However, it does not ad-
dress Edge-based enforcement solutions for managing cross-sector
data sharing driven by dynamic contexts.

In [22], the authors propose a context-driven, Edge-based IoT
data sharing-as-a-service framework. This framework enables au-
thentication and authorization of multiple tenants in IoT environ-
ments at the Edge level, allowing tenant applications to be deployed
directly within the Edge Hubs. Despite its advanced capabilities,
the framework is not built on the IDSA reference architecture.

7 Conclusions and Future Work

In this paper, we introduced IDS4Edge, an IDS-compliant approach,
which supports dynamic, context-driven IoT data sharing at the
Edge. IDS4Edge enables flexible, context-aware IoT data sharing
by integrating access control policies on top of IDS connectors,
customized for specific application-level IoT contexts. We have
implemented a proof-of-concept to demonstrate the effectiveness
of this solution. Our Edge-based IDS4Edge solution dynamically
enforces participant-specific access control policies on shared data,
adjusting in real-time to evolving IoT contexts and contractual
agreements at the Edge.

For future work, we plan to extend IDS4Edge to support more
diverse and complex use cases beyond the current factory testbed
as well as more sophisticated access/usage control models. Another
key focus will be integrating Digital Product Passports (DPPs) [42]
to enable traceability, transparency, and secure sharing of product
lifecycle data in supply chains, leveraging IDS and Edge computing
to meet real-time and privacy-sensitive requirements.
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